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Agenda

1.

2.

A propos de Simon et Victor (10 min each)
L’architecture d’entreprise (15 min)
L’architecture Zero Trust (25 min)

Ce que I'avenir nous réserve (5 min)

Questions (15 min)



1. A propos de Simon et Victor
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Simon

Baccalauréat en génie électrique a Polytechnique Montréal. Promotion 139.
- Concentration en aérospatial (aucunement reliée a ce que je fais aujourd’hui)

* Team Lead de I'équipe électrique de la Formule SAE électrique

e Stages chez Bombardier Transport et Nova Bus

* Premier emploi : ingénieur de réseaux chez Cisco a Toronto
- Programme de formation CSAP

* Deuxieme emploi : ingénieur en cybersécurité chez Zscaler

* Ingénieur de ventes — vente technique
- Beaucoup de préjuges initialement
- Role mariant business et technique

https://www.linkedin.com/in/simonbellemare/
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https://www.cisco.com/c/en/us/about/careers/communities/students-and-new-graduates/sales-associates.html

Victor

Joined the CAF 9 years ago and started my career in security.

- Gained interest in cyber security during the 2015 conflict in Ukraine.

* B.Sc. en Cybersecurité a Polytechnique

* M.Eng in Information Systems Security.

* Cybersecurity for a bank, a consulting firm and now, Zscaler.

* Primarily focused on helping organizations protect critical systems and

sensitive information from attackers.

* Fan of MITRE ATT&CK & Zero Trust Architecture.

https://www.linkedin.com/in/victordeluca/
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2. L’architecture d’entreprise
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Ce que vous voyez (ou pas) dans vos classes (selon notre mémoire)

Iptables

Serveur syslog

Switch Cisco

Configuration manuelle des serveurs
Peu de SaaS

Identité locale

Les standards de sécurité
Gouvernance, risques et contrbles

# Generated by iptables-save v1.8.4 on Sun Sep 20 14:04:18 2020 ik Geston de shutigle du poupe
*filter B P Acon  Afchage Fenive 1
:INPUT ACCEPT [4871:7976755] ":“ :.: "““"

: FORWARD ACCEPT [0:0] O & fort Tk oo
:OUTPUT ACCEPT [4435:536985] v 3 Domanes

A v 53 UTTProjectintarmal
INPUT -d 192.168.0.0/24 -p 80 -j ACCEPT w Oetak Ooman Pobcy
INPUT -d 192.168.

.0/24 -p 443 -j ACCEPT ~parmionnd
INPUT -d 192.168. 7
¥y 53 -j ACCEPT L Joumelnation, urmége - [ T Y ————y

v 3 Objets de ratige de grovp
.0/24 —p 443 -3 ACCEPT e Comae Gt

INBUT -s 192.168.

INPUT -s 192.168.0.0/24 53 -j ACCEPT D 0 Sune

0
0
0 Cetnot Doman Pobey
0
0
INPUT -d 192.168.0.0/24 389 -j ACCEPT St Articge Parmitrn. Commert e
0
0
0
0
0

it ok

o
.

—_

INPUT -d 192.168.0.0/24 636 -j ACCEPT - {onecmmisionsy plislagy S foeck Sipind Ast
INPUT -d 192.168.
INPUT -d 192.168.

: G0 4 28
.0/24 22 -j ACCEPT e o (AR SYIA DA MAA S-S 1513573

.0/24 7777 -j ACCEPT Compeants Wedows/rarsdent & bréramerts o
INPUT -d 192.168.0.0/24 3389 -j ACCEPT Anticge Pacamitre

INPUT -s 192.168.0.0/24 3389 -j ACCEPT e s

OUTPUT -d 192.168.0.0/24 80 -j ACCEPT e i, )

OUTPUT -d 192.168.0.0/24 443 -j ACCEPT b - -

OUTPUT 192.168.0.0/24 53 -j ACCEPT
OUTPUT 192.168.0.0/24 53 -j ACCEPT
OUTPUT 192.168.0.0/24 389 -j ACCEPT
OUTPUT 192.168.0.0/24 636 -j ACCEPT
OUTPUT g .0.0/24 -j ACCEPT

ATrmnTIm n/na % A~ ~mnm
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Ce que vous voyez (ou pas) dans vos classes (selon notre mémoire)

/etc/rsyslog.conf configuration file for rsyslog

Architecture réseau Clinique "SantéPlus"
For more information install rsyslog-doc and see

*
*
:
¢ /usr/share/doc/rsyslog-doc/html/configuration/index.html
s
:

omz
rate. Damn Vulnerable Wet lication (t ment*Source :Damn Vulnerable W — Serveur Web Lis
b S o b BT B Default logging rules can be found in /etc/rsyslog.d/SO-default.cons
127.001 o0 =
gremame o s2sssssssssssesss
PHPIDS: dsabled Weak Session IDs Source 10.0.10. 10.0.10.3 #3222 MODULES gs22
see000000000008ee

<rphp
AL % module (load="imuxscck”) § provides support for local system logging
#module (loadw"immark”) $ provides --MARK-- message capability

£ (3 SERVER[ REQUEST METIOD'| —— "POST") {
F (fizset (¢ SESSIONI ‘ast_session 1d high'1) {
SSIONT tast Session 14 high'] =

# provides UDP syslog &
#module (load="imudp")
#input (type="imudp" port="514")

ption

Firewall
$ SESSIONI Last sessior id high I+ 1
Sconkie value - mis(s SESSION Last session id high'1);

setcookie "dvwasessio Kie value, tina(15360, */wilnerabilities
[veal 14/, 5 SERVERL ‘HTTP 03T 1, Tatse,
}

Routeur Internet

10.100.1/29

¢ provides TCP syslog reception
#module (load="imecp®)
#input (type="imzcp” port="sl4")

= Switch Cisco
| Network B Storage - Accessibilty

OSSIM SIEM et Kiwi Syslog Server (optionnel
" HTML CSS JS XHR Fonts Images Media WS Other (] Persistiogs [ Dissblecache  Nothrc iwi Syslog (opti )
|| feom e o B Headers  Cookies  Params  Response  Timings

= [Tame s # provides kernel logging support and enable non-kernel klog messages

module (load="imklog" permitnonkernelfacility="on")

Vian avec SIEM et Syslog (optionnel)

Date: Mon 27 1l 2020015926 GMT

$3s2ss8s00000000s00s 0002082
#8328 CLOBAL DIRECTIVES s8¢
s22222222222022222020000002

. Apachel2.t

10.100.0.0/16

Vulnerability: Command Injection 10.0.30.1

:

2 Use traditional timestamp format.

# To enable high precision timestamps, comment out the following line.
®

Plngia device g g g g
ControleurDomainAD
Vlan Administration Vlan interne Postes de travail

oot :x:0:0: root: /root: /bin/bash ¢ Filver duplicated messages
daenon:x:1:1: s RS A roloatn sRepeatedMsgReduction on
bin:x:2:2:bin:/bin: /usr/sbin/no

3 avaL e o st lain

S et e T e
mes :/usr/games: /usr/sbin/nologin

SActionFileDefaultTemplate RSYSLOG TraditionalFileFormat

Set the default permissions for all log files.

wowww

:7.‘“ ;:i’532?%‘,\"“}é:i?ééi:%@?l;?:” String identifiant = request.getParameter ("identifiant");

\ews : /var/spool/ne usr/sbin/nologin . FileOwner syslog
::ﬁ:;fx"3;“3J:ﬁixiv?;ﬁ"?ikﬂ;é‘,’“g:i%;:’;"’""‘"q‘" String motDePasse = request.getParameter ("motDePasse") et e O
B 2 ot Class.forName ("com.mysql.jdbc.Driver"); IhisCoantabode’ 0786
- ugﬁrén.a(?éﬁéuagginﬁfE;?&'l/'fganfnJ Iyar/Lib/guats: uar/sbin/notogin Connection con = (Connection) $PrivDropTeUser syslog

apt :x:100:65534: :/nonexistent /usr/smn/nnlngln $PrivDropTeGroup syslog

sys!eﬂ\ﬂ I!Msy"t X: lB] 101:systemd T »ei/Tun/systemd:, 9
work M: it,,,:/r /sbin/nologlin :
systemd- rtsulv :103:104:systemd Resolver, /Syitam‘l /usr/sbin/nologin
YSTUrx: 1047 LI0:MYSOL Server, -/nonexistents /bin/fatse # Where to place spool and state files
ts5:x:1085:111:TPM software S(ECK,H'/VSF/\)D/‘W /bin/false Y

3 /var/lib/strongswan: /usr/sbin/nologin
/nonexistent: /usr/sbin/nologin sWorkDirectory /var/spool/rsyslog
8:113

]
¢ Include all config files in /etc/rsyslog.d/
:

5
z 65534: :/var/ run/miredo: /usr/bin/nolog

dn: e »:/var/1ib; H /s ln/ne\DBln
14 46 usbmux daeﬂmn,,, /var/lib/usbmux: /usr/sbin/nologin Y
:x:115:119: : /nonexistent : /usr/sbin/nologin
t:x:116:121:Real tineKit, ,, :/proc:/usr/sbin/nologin #regle pour forward vers OSSIM
7:65534 run/rpcbind: /usr/sbin/nologin 'y

8:123: :/var/Lib/snmp: /bin/false .
::/var/Lib/nfs: /usr/sbin/nologin *.* 80152.1€8.0.35:514
/var/Lib/postgresal: /bin/bash :

var/run/stumneld: /usr/sbin/nologin
5534: :/run/sshd: /usr/sbin/nologin 3IncludeConfig /etc/rsyslog.d/*.cont
SSThix:1231128. - nonexistent: /usr/sbin/notoain
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9

Extending legacy network and security to the public cloud

Extend the Corporate WAN to the Cloud
A mesh of site-to-site VPNs (Routable Network)

Internet
SaaS

4->Dev. VNET
=l -o]

<>VNET

Dev. VPC

e

User (VPN) User (VPN)

A Increased the Risk of Lateral Threat Movement
A single infected workload can infect everything on the network

A Increases the Internet Attack Surface
Every internet facing firewalls can be discovered and exploited

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION

Workload Communications to other AWS
Regions, Data Centers, laaS, Paas(Azure, GCP)

F Region 2

Production VPC [&) North-South VPC Development VPC
e e
-..: -.: --: == ) l-: l.: --:
SEE SEE

FW Management and
Orchestration VPC

East-West VPC

SEEE oEEE

(&) Internet VPC

SEEE OFEE

I East-West Workload to
: Workload
1 Communication

Workload to Internet
Communication

A FW VM bloat (+ squid proxies for cyber threat and data protection)

A Routing complexity (IP overlap/conflict)

A Unmanageably Complex and Expensive
Replicating DMZs across clouds, regions and zones
High cost of connecting everything with a mesh network

&> zscaler



Architecture de sécurité d’entreprise
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- Partner ner
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SWG =N Nerw =] SWG
Sandbox | RN, A= Email Security
I — ; :::::} (=¥ 1DS/IPS

e?\
i @

SIEM MS Exchange Server
VM-FW,

SOAR
-+ =
soc internal ¢
oo ouiz B wo s
Network =3 =
Scanners 3 a
e SEE (5 pm} =

MFA ENG 0

_ = e
Monitoring Server B
Eng Build Server

EDR
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Hub & Spoke Networks + Castle & Moat Security
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3. L’architecture Zero Trust
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An Overview of Zero Trust

Interest over time 3 o<
Oct 15, 20 Mar 1, 2020 Jul 17, 2022
Oct 15,2017

https://trends.google.com/trends/explore?date=today%205-y&q=%22zero%20trust%22
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An Overview of Zero Trust

&> zscaler

NIST defines the underlying principle of a zero trust
architecture as

“no implicit trust granted to assets or user accounts
based solely on their physical or network location
(i.e., local area networks versus the internet) or based
on asset ownership (enterprise or personally owned).”
It’s an overhaul of the old proverb “Never trust. Always
verify.”

Experience your world, secured.

NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose
Oliver Borchert
Stu Mitchell
Sean Connelly

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-207

COMPUTER SECURITY

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

https://doi.org/10.6028/NIST.SP.800-207

© 2022 Zscaler, Inc. All rights reserved




Migration des applications vers le cloud - impact sur I'architecture
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With Zero Trust Cloud Connectivity, you don’t extend your WAN

Secure Workload-to-Workload Communications
over any network (Non-Routable Network)

<->Prod. VNET| [¢-> Dev. VNET

EZIEE)
Security

[ee

L e E
B  oc

Eliminates the Risk of Lateral Threat Movement
Native workload to workload segmentation over any network

J Eliminates the Internet Attack Surface
Apps are not discoverable on the internet

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION

Internet
SaaS

ZERO TRUST
EXCHANGE

e

[Secu

Vg
>

Eliminates VM bloat (FWs, squid proxies, routing)
Eliminates routing complexity (no IP overlap issues)

Reduces operational complexity and cost
Eliminates the need for virtual DMZs and a mesh of site-to-site VPNS

&> zscaler



What are some of the principles of Zero Trust Network Architecture?

Designing an architecture with controls in mind is difficult.
Designing an architecture with a ZTNA mindset is easier.

Assume breach mentality Least privilege access

Always assume the Provide access based on
attacker is in your strong identity and

security posture. Not on

network. Because it .
location.

probably is.

@ zscaler | Experience your world, secured:

Reduce attack surface

Hackers cannot attack
what they cannot see.
Reduce your digital
footprint.

Assess risk continually

Risk is fluid. Phishing is
normal. Users get
compromised. Safe
yesterday isn't safe
today.

© 2022 Zscaler, Inc. All rights reserved



271

So can you give me a
real life example?
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Non-ZTNA VS ZTNA Mindset

Users on the network will Assume breach by never using

be allowed access to the network as a security
internal apps. validation.

Provide access to IPs can be spoofed and risk
resources based on IP. posture should be assessed
based on multiple criteria.

Provide VPN to third VPN is increasing the attack
parties so they can work surface and is not needed to

with us. provide access to applications.
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Seven Essentials Elements of a Zero Trust Architecture

y.

CONTROL

3

ENFORCE

1

VERIFY

Identity and Context Content and Access Policy, Per—Session
Decision and

Enforcement

f;zscaler Experience your world, secured. ©2022 Zscaler, Inc. All rights reserved



Verify identity and context

External Internal

(;55 @ Data Conter | | Factory @

e )

° Where is the connection going?

Verify

° What is the access context?
Identify and Context

‘ Who is connecting?

Connection Terminated

C
— 0

I Access over any network

User + Device Thing Workload
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Control Content and Access

External Internal

5HE FEES

Prevent Data Loss

Control ;
Prevent Compromise
Content and Access
Assess Risk (adaptive control)
Where is the connection going?
v.rlfy What is the access context?
Identify and Context

Connection Terminated
) 1.
J S
] Access over any network T
(8] %
[m)
—/

User + Device Thing ‘Workload
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Importance of SSL/TLS Inspection

Before After o

\
w General w General
Request URL: httos://secure.eicar.orgs « v 1 s Request URL: https://secure.eicar.org/eicar_com.2ip
Request Method: GET
’ / - Status Code: @ 200 0K (from cisk cache)

Remote Address: 89,238.73.97:443
Referrer Policy: strict-origin-when-cross-origin

¥ Response Headers view source
Lo Accept-Ranges: bytes
/s ¢ Content-Length: 184
o / Content-Type: application/zip
’ Date: Mon, 12 Oct 2020 04:42:99 GMT
’ ETag: "08-5096660091957"
Last-Modified: Wed, 01 Jul 2029 19:34:06 GMT
Server: Apache

- ¥ Request Headers view source
Referer: https://mww.eicar.org/
sec-ch-ua: "Chromjum™;ve"86", “\"NOT\\A;Brand™;v="99", "Google Chrome";ve"86"
sec-ch-ua-mobile: 29
Upgrade Insecure-Requests: 1
o £ o . . User-Agent: M0:i11a/5.0 (Wincows NT 10.0; Winéd; x64) AppleWedKit/$37.35 (KHTM

e S’ ’

Domain Domain, URL, Req/Res Headers, Req/Res Payloads
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Enforce — Policy, Per-Session Decision and Enforcement

&> zscaler

Experience your world, secured.

External Internal
Saa$ @ Data Center Factory @
T l Inside-out Connections
) I
b 2 s

Connection initiated to an app, not network

Enforce

Policy, Per-Session
Decision and Enforcement

Enforce Policy

Prevent Data Loss

Control
Content and Access

Prevent Compromise

Assess Risk (adaptive control)

Where is the connection going?

Monitor Experience

Verify

Identify and Context

What is the access context?

Who is connecting?

Connection Terminated

o)
A S

Access over any network I

EA
n Workload
| em——)

User + Device Thing Workload
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Traditional Network Controls

Figure 60: Traditional network controls preserve visibility so anyone can see all of the houses and doors.
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Zero Trust Network Access

Figure 62: Ensuring users can access what they need and nothing more is key to zero trust.
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4. Ce que I’avenir nous réserve

f;zscaler " | Experience your world, secured.



Les changements au niveau de la connectivité

Connectivité 5G+ sur chaque appareil
Disparition du Wi-Fi?

Disparition des commutateurs?
Disparition des routeurs?

Disparitions des coupe-feux?

Sources pour en lire d’avantage:

https://www.techtarget.com/searchnetworking/tip/How-5G-deployment-will-affect-enterprise-network-hardware-software

https://www.lightreading.com/mobile/5a/will-5g-Kill-wifi-qualcomm-thinks-it-just-might/d/d-id/749618
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https://www.techtarget.com/searchnetworking/tip/How-5G-deployment-will-affect-enterprise-network-hardware-software
https://www.lightreading.com/mobile/5g/will-5g-kill-wifi-qualcomm-thinks-it-just-might/d/d-id/749618
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Rejoignez le Discord de PolyCyber

Connectez-vous sur LinkedIn
https://www.linkedin.com/in/simonbellemare/
https://www.linkedin.com/in/victordeluca/
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